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Cybercrime & Underground



Targeted Attacks

HBGary Federal

• > 50.000

confidential e-mails leaked

• PR Schaden

• CEO zurückgetreten



Cyber…what? Sabotage or war?

Quote:

"‘‘‘‘IfIfIfIf youyouyouyou shutshutshutshut down down down down ourourourour power power power power 

gridgridgridgrid, , , , maybemaybemaybemaybe wewewewe will will will will putputputput a a a a 

missilemissilemissilemissile down down down down oneoneoneone ofofofof youryouryouryour

smokestackssmokestackssmokestackssmokestacks‘ ‘ ‘ ‘ said a military

official“ 

Duqu was designed to spy on Iran’s nuclear program. 

It was active since 2008, preceding Stuxnet.





� Insulinpumpe mit Wireless-

Remote-Control

� Hack: 2011 by Jerome Radcliffe

HealthHealthHealthHealth CareCareCareCare

� Herzschrittmacher mit 

unverschlüsselter Wireless-

Remote-Control

� Hack: 2008 by Kevin Fu



General General General General AtomicsAtomicsAtomicsAtomics MQMQMQMQ----1 1 1 1 PredatorPredatorPredatorPredator

� Unmanned aerial vehicle

(UAV)

� Fully remote controlled

� Armed version in use since

2001

� Can be equipped with

Hellfire missiles
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Source: http://www.wired.com

Hardware Hardware Hardware Hardware backdoorsbackdoorsbackdoorsbackdoors and "backdoors"
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Vielen Dank!Vielen Dank!


