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The Commission is divided into 33 ‘departments’. The departments are known as 
Directorates-General (DGs). NIS issues touch upon many of these. 
EMCDDA = European Monitoring Centre for Drugs and Drug Addiction 
EASO = European Asylum Support Office 
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• Focuses on what is measurable in the contract: the Service Level Agreement (SLA) 
and how continuous monitoring is implemented. 

• Draws attention to the fact that many customers do not monitor security 
measures continuously. This means that customers are in the dark about many 
important security aspects of their services. The risk is that they find out about 
failing security measures when it is already too late. 

• Draws attention to the fact that many customers do not monitor security 
measures continuously. This means that customers are in the dark about many 
important security aspects of their services. The risk is that they find out about 
failing security measures when it is already too late. 
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Availability is often defined in contracts or SLAs and also monitored on a regular 
basis: 
• 75% of the contracts define availability requirements. 
• 50% of the contracts stipulate that availability be measured regularly. 
• In 78% of the cases the provider is obliged to report service outages. 
 
 
Other security parameters are less well covered: 
• Only 32% of contracts include a classification of security incidents. 
• In 57% of the cases penetration tests have been performed at some point, but 

only in 16% of the case penetration tests were performed regularly. 
• Data portability is tested regularly in only 12% of the cases. 
• Only 50% require load testing after first use 
• Failover and backup tests are carried out regularly only in 26% of the cases. 
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Majority of participants marked this event as an important milestone for both 
communities in enhancing their cooperation in practice.  Most participants 
welcomed the initiative as this was the first time representatives from both CERT and 
LEA communities from all over Europe were put together to discuss and debate on 
the fight against cybercrime and how both communities could improve their 
collaboration in order to enhance this cooperation practically.  The importance of a 
continuation of these discussions is clear.  The ENISA/Europol workshop is a suitable 
model for future discussions of this kind.  
 
Increased dialogue with Europol to explore possibilities for collaboration and 
cooperation and overall more efficient coordination. 
• Memorandum of Understanding 
• Joint workshop for CERTs in Prague (3-4 Oct.)  

 
89% of EU MS represented (24 out of 27 EU MS were represented + 3 EEA countries 
(Iceland, Norway and Switzerland) 
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Guidance to NRAs about the implementation of Article 13a  
• The annual summary reporting of significant incidents to ENISA and the EC 
• The ad hoc notification of incidents to other NRAs in case of cross-border 

incidents.  
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• Gives guidance to NRAs about the security measures that providers of public 
communications networks must take to ensure security and integrity of these 
networks. 

• Lists the minimum security measures NRAs should take into account when 
evaluating the compliance of public communications network providers with 
paragraph 1 and 2 of Article 13a.  
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