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Projections for IoT have been significant for quite some time – but there is reason to believe that things are speading up finally. Devices, sensors and batteries are getting cheaper, consumers starting to really embrace wearables and listening devices around them, real business models start to evolve and get traction.
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70% of IoT Devices are vulnerable for hacking
http://mashable.com/2014/08/02/internet-of-things-hacking-study/#pSQuf9Fu6aqW

First car hacked
http://www.darkreading.com/vulnerabilities---threats/advanced-threats/the-worlds-most-hackable-cars/d/d-id/1297753
http://www.heise.de/newsticker/meldung/ConnectedDrive-Der-BMW-Hack-im-Detail-2540786.html

Plane hacked through entertainment system
http://venturebeat.com/2015/05/17/fbi-says-this-hacker-took-over-a-plane-through-its-in-flight-entertainment-system/

Atomic Power Plant hit by Malware
http://www.zeit.de/digital/datenschutz/2016-08/ransomware-thermostat-gehackt-def-con

Atomic Power Plant hit by Malware
http://www.bbc.com/news/technology-36158606

Plants and prisons had MQTT Issues
https://www.heise.de/security/meldung/MQTT-Protokoll-IoT-Kommunikation-von-Reaktoren-und-Gefaengnissen-oeffentlich-einsehbar-3629650.html
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w8 3 MUST READ IBM DEBUTS BLOCKCHAIN NETWORK FOR CROSS-BORDER PAYMENTS

"% Scammers target Hurricane Harvey,

-

§= Houston victims

E

- The FTC has warned that fraudsters have reached a new low with a flood insurance scam.

@ By Charlie Osborne for Zero Day | September 1, 2017 -- 08:54 GMT (09:54 BST) | Topic: Security
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Programming S. L. Graham, R. L. Rivest
Techniques Editors

Secure Communications Over
Insecure Channels

Ralph C. Merkle

Department of Electrical Engineering and
Computer Sciences

University of California, Berkeley

According to traditional conceptions of
cryptographic security, it is necessary to transmit a
key, by secret means, before encrypted messages can
be sent securely. This paper shows that it is possible to
select a key over open communications channels in
such a fashion that communications security can be
maintained. A method is described which forces any
enemy to expend an amount of work which increases as
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Security and Trust by Design

= ubirch brings the strongest security
architecture to loT: public/private

key cryptography + blockchain m
= Keys are generated on the device
™ = Private keys never leave devices

= Critical data anchored in blockchain
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Public key cryptography is _the_ solution to avoid stolen keys as a major security risk. It‘s not only „more safe“ than other means of encryption, it‘s a different level of security. We are the first player to combine true PKI (with keys generated on the sensor itself during implementation) with a direct link to the Blockchain. This means a closed chain from sensing to the cloud and into a persistent and immutable storage system. As the security in this approach is inherently provided data can be transferred on unsecure channels without danger. In-Between Machine learning can be applied easily as the data can be transferred in a readable manner without compromising security (unlike end-to-end encryption or TLS-encryption). 
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Traditionally, „securing“ an IoT architecture means, encrypting and decrypting the data packets transmitted between nodes in the system. 
This is all fine. But it ignores the most interesting attack vectors: attacks against the components of the IoT Cloud used and against the stored data. 

Every vendor will tell you, that his platform is extremely secure and “virtually impossible” to hack. But we all know that every sufficiently complex platform can be hacked.

Attacking these central components is very promising for a hacker and much more efficient than trying eavesdrop the communication channels between all devices in a large system. This can quickly lead to compromised data leaving the processing components or data being tampered within the data bases used for permanent storage. 

A PKI-based architecture avoids these risks. That’s why this technology is always applied on the web, when data is really confidential and when you have to be absolutely sure that the sender and receiver really are, who they claim to be.
Special firmware on the device generates a private key (yellow box) and a public key (orange box) pair. The public key is transmitted to all other nodes in the system.�Both public and private key are inseparably connected to ONE and only one node in the system.
The private key is then used to “sign” the data packets, which are transmitted by this device (green box).
All other nodes in the system can use the public key, to ensure that a certain data packet has been correctly signed and really originates from the device it claims to be the source.

Attackers still can modify the data flowing through the system, of course. But they cannot sign the data packages correctly without the private key (which never leaves the originating device). So it is easy for the next system, to detect that something is wrong.

In addition, the block chain – not being shown/discussed in this diagram – makes sure that all data packets have a tamper-proof time stamp and can not be deleted from the chain without the deletion being detected immediately. 
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Infrastructure: Trustworthy data
leverages new models

J_ UBIRCH CLOUD

= sensors in a wind turbine collect usage and
environmental data

IDCHECI( g : “« : : ”
i @GgM = critical actions (“turn it out of the wind”) are

e
BLOCKCHAIN
o

being verified and recorded
— = atrack record is cryptographically secured and
saved to the blockchain

= users like the owner, the grid-manager,

] manufacturer etc. can rely on the data for
e~ mimeunnce . 11 . .

maintenance, billing, insuring etc.

\IEMFIIrEﬂ.uHE
GRUNDBLCH

= efficient new business models are possible like
automated insurance, predictive maintenance,

grid-control etc.
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Public key cryptography is _the_ solution to avoid stolen keys as a major security risk. It‘s not only „more safe“ than other means of encryption, it‘s a different level of security. We are the first player to combine true PKI (with keys generated on the sensor itself during implementation) with a direct link to the Blockchain. This means a closed chain from sensing to the cloud and into a persistent and immutable storage system. As the security in this approach is inherently provided data can be transferred on unsecure channels without danger. In-Between Machine learning can be applied easily as the data can be transferred in a readable manner without compromising security (unlike end-to-end encryption or TLS-encryption). 
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Automated Crop-Insurance

" Measurements on site are recorded, signed
and stored in a blockchain

" signing happens on the sensor itself

" |[ntegrity and authenticity of data can be
verified across the whole value-chain

* fraud-detection algorithms

= Claims can be processed automatically by

' LY J smart contracts, the farmer gets
,)o compensation literally on the next morning

— can buy and plant replacements

immediately
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rI:hConnected Forklift

= Forklifts are being tracked with sensors and
location

= Data is signed and secured

= Connected parties (machines, people, ERP-
Systems etc.) can rely on the data from the
forklift

= Supply Chain automation works reliable

= Y. B ‘= - ' . = Predicitive maintenance

| l " Safety requirements can be tracked and

~ o proved (speed limits, weight limits etc.)

k

v}

________ = Damages can be reported to insurance
automatically (including smart contract
payment)

= | ift as a Service works
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