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1he world according to frog

1he evolution of technology, and its
impact on products, brands &
personal data

Quantifying the Value of Personal
Data

How personal data shapes brands,
businesses and experiences



Technology is changing the human experience,
creating new connections between people,
products, and markets around the world.




A four-decade journey of
pushing the boundaries of design.
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We are a global team of 1,100 diverse people
with deep insights into the behaviors and
technologies driving the connected world.
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As a global partner, we believe that we are unigue in
collaborating with our clients in using integrated teams
of strategy, creative, and engineering disciplines

Creative

We are a world-class creative
organization, capable of working
STRATEGY across conceptual, hardware,
software, and technical spaces.

Strategy

We are a strategy organization that

' f helps customers enter new markets,
rog grow market share in existing markets,

enhance their brand value, and adapt

DESIGN ENGINEERING their businesses in changing markets

Engineering

We are an engineering team that
provides market transforming
technology and implementation
services with deep expertise in the
communications market

frog
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At fg:,‘ we have a dleep understanding of the
integrated needs of the business, the customer,
and the technologies that make innovation

| possible. Our strategic offerings drive decision-
making from the high-level details all the way
through delivery — from idea to market.




The

world of products,
brands and personal
data is going through a
radical transformation...
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Programmable
Things



This has happened
over the last sixty
years of technology
evolution in
three waves
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Information Graph

2nd WAVE
Social Graph
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The

First wave was
About
(IM)Personal
Computing

typified

by computing
experiences that
were immobile =
and lacked - UL
contextual =/,
awareness.:




First wave - mainframe to client/server computing
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Nature of Personal Data in the 1st Wave

« What's personal and valued by users
» Their username
 Their password

* Their email address

Windows Server
Active Director

 Their access rights

* What the network knows
 Their corporate social graph (aka their role in the organization)
» Their usage patterns based on logon and log off times

 Their privileges and access rights

» Jobs being done
* Linking people with IT assets

» Securing corporate information

. third wave. Confidential and Proprietary 2013 15



The Second
wave Got

Personal

Now it is about
being mobile,
always connected
and always “on”
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Second wave & the cloud
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Nature of Personal Data in the 2"d Wave

« What's personal and valued by users
* Their phone number

* Their social graphs (aka their contact lists,
FB friends, LinkedIn contacts, Twitter followers, etc.)

* Their photos
 Their apps

« What the network knows
* Where you are (demographics, personal likes and dislikes)
* Who you are interacting with throughout your day
* Your web footprints; search and web history

* Where you have been and where you are going to be

» Jobs being done
* Linking people together via social bonds and contact points

» Enabling digital advertising

third wave. Confidential and Proprietary 2013 18




the third wave will i f._ lig
be VERY Personal :
+ and completely
- different...
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Airwaves
connected
mask —

39 wave is
surrounding
us
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The third wave will play out in
three phases.
Two of them are already underway.

. third wave. Confidential and Proprietary 2013
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“The problem was that the data was coming
in at such volume that humans were not
able to process and understand the full
meaning of it in time to prevent tragedy.”
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Third wave / orchestration
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Nature of Personal Data in the 34 Wave

« What's personal and valued by users
» Pre-emptive decision making based on networks of smart, connected , programmable things
» Personalized brand experiences that shift advertising to content

» Their data! Expectation that personal data has value for service providers and can be used as
collateral for next generation services

* We are seeing the first examples of this trade-off of personal data for new forms of value

(J
» Personal metadata: likes, dislikes, preferences G OO @ |e N OW

* Your complete profile; medical, financial, politics, education, professional, and your face.
* The intersection of physical and digital worlds

» That there is value in arbitrating personal data

 Location information is more expensive so consumers expect higher value

» That there is value in arbitrating personal data

« Jobs being done
» Making activities visible and measurable in space and time

» Enhancing every action with rich context

. third wave. Confidential and Proprietary 2013 30



GOOGLE NOW

Flights
Get just the right information, at just
the right time,
orn .
SFQ Just swipe up, and you ve gol the iatest
information you want to see, when you wanl to
TPE see it
A
Next appointment
No digging required. e~ .
e
Cards appear when they're needed most X L l
organizing the things you need to know and . \- -
freeing you up to focus on what's important to g
you S

Sports
You're in control.

Choose exactly which cards you see. You

controd whether you gel personalized results
from your calendars, locations and searches
after opting In
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HOW IT WORKS

ON'DEMAND VALUE

PERSONAL DATA

Gmail Inbox Directions

Calendar spperts

Trip Reminder

Google Maps
Boarding Pass

Search History

Shipping Notices

News

GPS Location
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In the hird Wave, how
does a consumer quantify
the value of one's own
personal data?

frog



We are part of some

recurring conversa

10NS

with our clients on
topic...
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Facebook Bows to Pressure Over Privacy
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An increasing sense of anxiety in the popular
culture about privacy in social networks...
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» ...the flood gates are
opening on personal
data...
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~and ’Cu%sﬁg/ among our clients in
areas like |demt|ty management and
. trust Serwces ¥




We wanted to understand
how people quantify the

value of their personal
data.

frog
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We went into people’s homes
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(D

igh level themes

merged:

Anxiety about identity theft

Willingness to share data when
contextually relevant, with conditions

Expectation of vendor transparency
and user control of personal data

frog
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We wanted to get a more
nuanced understanding
of how people “trade”
data.

frog



We fielded a global
survey

1,000 respondents from US, India, China, Germany, UK
Screened to reflect the demographics of their country

frog
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In rdei; to understa oF ’ow
people value their data, we
asked them to choose...




The choice:

Free web service Pay web service
(e.g. email) that (e.g. email) that
collects some data collects no data

frog



The price at which 50% choose to pay to
protect a given piece of data is the
revealed value of that data.

frog



In the US, there are three distinct tiers of data value.

Revealed Value of Personal Data.

ldentity theft risk

Digital exhaust

| ow value

US$/Year, median value, n=180

Source: frog design, primary research 2011

frog
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Digital exhaust is the data that is automatically generated simply by
using the Internet or connected devices. It contains “histories” as
opposed to purposeful, “opt-in” moments like online purchases.

Revealed Value of Personal Data.

Your social security number / government ID $240
Credit card information $150

Digital communication history (chat logs, text messages, emails) $59
Web search history S57 D i i .t a I
Physical location history (your phone or car GPS records) $55 g
Web browsing history $52 E X h a u S t
Health history (medical records, diet, health routines) $38

Online advertising click history $5.7

Online purchasing history $5.7

Social Profile (hobbies, interests, religious and political views) $4.6
Contact information (phone number, email or mailing address) $4.2

Demographic information $3.0

US$/Year, median value, n=180

Source: frog design, primary research 2011
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Median fair price (EUR) to share data with trusted

Credit card info

Health History

Physical location

Web browsing history
Govt ID

Online trasaction history
Communication History
Websearch History

Ad clicking history
Social Profile

Contact Info

Demographic Info

brand

n=180, all respondents reside in Germany
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But that's not the whole
story on trust. Qualitative
research revealed the
importance of context.

frog
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Current exposure to Personal Data

Identity Theft Risk

Credit
Card and
Trans-
action
Processers

Digital Exhaust

Low Value

Carriers

Consumer

Data Firms

(Google et
al)

Social

Networks

PC
Consumer
Software
Firms

50%

60% 70% 80% 90%
Measured Trust

frog

100%
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Global consumers are often unaware that they are “making a
choice” to share their personal data.

- Brands with business models based on collecting and monetizing data
run the risk of alienating consumers, who may end up feeling duped.

- These concerns will only increase as personal data proliferates.

Revealed value indicates a middle tier of digital “exhaust.”

- Business models that depend on this type of data need to provide
clear benefits to users that are contextually relevant and
commensurate with the value of the data.

Many established brands, including mobile carriers are well-
positioned to extend their relationships with consumers into trust
services or identity management.

56
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How Personal Data
Is re-shaping businesses
and brand experiences...



The third wave is going to be about managing our personal

data and will require new strategies for products, services
and branding which will be driven by new economics
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